111_013 Subliminal-Channel_Bit-Commitment

Defend of Course Works (CW) according to our curricular will be held on:
December 14 at 13:30 in 238 class.

December 19 at 15:30 in 103f and on

December 21 at 13:30 in 238 class.

Bob is thrown into the prison.
Jailor verifies all the messages Alice sends to Bob.
How Alice can tell Bob that she intends to release him by any means using her secret personal contacts?

Simmons G. J., 1985, 1994
https://scholar.google.com/scholar?start=0&g=Simmons+G.+J.&hl=en&as sdt=0,5

Subliminal Channel - Steganography

Graffiti: drawing in the walls

ElGamal Cryptosystem

1.Public Parameters generation

Gennerate strong prime number p.

Find a generator g in Z,*={1, 2, 3, ..., p-1} using condition.

Strong prime p=2q+1, where q is prime, then g is a generator of Zp* .

g9+ 1 mod p and g?# 1 mod p.

Declare Public Parameters to the network PP=(p,g); P = 268435019; 0=2;
2/28=268435456

2.Private Keys Prk and public Public Keys PuK generation.

s -
"z

PrK = x = randi(p-1) X

a=g"modp

PuK = a = mod_exp(g,x,p) a

Asymmetric Encryption - Decryption Asymmetric Signing - Verification
c=Enc(Puk,, m) S=Sig(PrKa, m)

m=Dec(PrKa, c) V=Ver(PuKy, S, m), Ve{[True, -}E{l, 0}

111_013 Subliminal-Channel_Bit-Commitment Page 1


https://scholar.google.com/scholar?start=0&q=Simmons+G.+J.&hl=en&as_sdt=0,5

Bob Alice

O

Hello |, [ c0crvorl«— O Hell
Alice! Alice: L alice's
+ pull'::)lei:key private key
6EB6957 _(r
oasoscai = (1)
Alice ¢ Bob a
Hello : ‘/H
Verify
HelloI - Decrypt/h Bob Alice's
private key

3.Signature creation
To sign any finite message M the signer performs the following steps using public parametres PP.

Compute h=H(M).

Choose a random k such that1<k<p —1and ged(k, p — 1) = 1.
k' mod (p-1) computation: k* mod (p-1) exists if gcd(k, p — 1) = 1, i.e. k and p-1 are relatively prime.

k! can be found using either Extended Euclidean algorithmt or Euler theorem or .....

>> k_mil=mulinv(k,p-1) % k*mod (p-1) computation.

Compute r=g" mod P
compute S=(h-xr)k’* mod (p-1) --> h=xr+sk mod (p-1),
Signature 6=(r,S)

4.Signature Verification

A signature 6=(I’,S) on h-value h of message M is verified using Public Parameters PP=(p, g) and
PuKA=a.

1. Bob computes h=H(M)
2. Bob verifies if 1<r<p-1 and 1<s<p-1.
3. Bob verifies V1=g" mod p, V2=a'r* mod p, and V1=V2,

The verifier Bob accepts a signature if all conditions are satisfied and rejects it otherwise.
5.Correctness

The algorithm is correct in the sense that a signature generated with the signing algorithm will always
be accepted by the verifier.

The signature generation implies

h=xr+ks mod (p-1)

Hence Fermat's little theorem implies that all operations in the exponent are computed mod (p-1)
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https://en.wikipedia.org/wiki/Greatest_common_divisor
https://en.wikipedia.org/wiki/Greatest_common_divisor
https://en.wikipedia.org/wiki/Fermat%27s_little_theorem

ghmod p=g(xr+ks) mod (p-l)mod p = gxrgks = (gx)r(gk)s = a'r* mod p

M — message 1o be %?’Méﬁ/,

im = secre? short message (1 | 2 lp-1l40 be seriltogelher with
Ellramal sigrnatwee ©=(13) on M.

Using some lonown encoding method Encod () messase 17
must be encoded +o the rumber z =Fpced (1)

It is asbumed that 7z = K in ECLosn 2l %jm&fm sctremre,
Thewr z mwf;a/ﬁ;ylg gcd (z yp-1) =1 <)
H it is not the ase, then bt be 5&'@%71% mw/ﬁﬁég/fa
satisyy (*).

Ifp s gz‘m% ;;riifﬂé, then p=24+L, When @—lé prome.,
Thenn P-4 =29 and gzd(z,P—I):ggd(ZJZQ)

Then 4o haye géﬂ/(Z,ZQ):J @Ziig & 7 + evar number,
K ged(z,p-1) +1, then change 11 —= trppmpile z m (%)
wuntil ged(zp-1) =1,

Siqnat e Creatlor |
L lompule h = H(M) il
2. Lompute ¥ = g pod p
5. compule  z 'imﬂ(f?'i)
4. /0%4/7%72 S = (h-x y\’)z"( mﬂﬂ/(p*f) —
5. barameter s st %ﬁgfj ggﬂlzﬁ,})‘i):if@@(/(sf@ﬁﬂ/@‘f)\
Itp s gfmng [;rimé, Then P = z2g+1, Whep @—lé prome.,
Thenn -4 r2¢ and %d(ﬁ,p—f}:%(g}gg)
Then 4o haye gm’(s,Zq):J ;:954‘:2$ & < + a1 nuwmber,
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W ged(s,p-1) F1, then change M —= recomwpule b i (1) —
—> recomipute S i (4) antil ged(s,p-1) =1,
6. 555%%/26 s 6/:0“) s)on M.

A My, me>z; gudlzp-1)=1,
(@ 4
b=(rs); ged(s,p-1)=1. h=H(M)
\/&P(C?)G, h)=True
S= (h—x»(“}z'! mpd(P-i) /Z mod p

Zv,s:(h—)(-l")’ji//mdf(ﬁ—i) . [ mod p
>>s_ml=mulinv(s,p-1) Z‘/S/"E/{: (V)‘X"P')'S—d MW/(/D--()

= :@—X- f”)o s med (P-1)
Dwa’(z} =m,

Bit commitment

Massey-Omura 3-pass Protocol hipssenwikiedia orgsiki/mree-pass protocol
3-pass protocol for sending messages is a framework which allows one party to securely send
a message to a second party without the need to exchange or distribute encryption keys.

Bit Commitment.
Elon Musk bought a Bitcoin 25000 USD -— 45 000 USD.

R Shoudd 1 etV vy Glcoivs 7
1 Dot %mfzfj, T lwow the price got noxt wmoth.
B Then 4 e ploase.,
A o T'W 4l Y ov MK?LW/WM/@ aA Z‘DZ you wre el 7
Lvon ZWWW%% fxiye wme 3 BIC
B 5 How I can Kunow M&DM Az M/ﬂfﬁ%{f/féﬁﬁ?
Be We pom whe Bt Gomwilwion? cctiomre,
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https://en.wikipedia.org/wiki/Three-pass_protocol
https://en.wikipedia.org/wiki/Key_(cryptography)

Public parameter PP = p = 268435019; 0=2; p- Wg& géwf prime

72 kK= (eny dp) B ky=(6y,ds)
ZA“G{A =4 Wm&/ ([D’i> ég°dg =4 o (}D'i)
D) thoose €, al fawidon 4) oo

gcd (QA ; [o-:() =4
D) dy = et med (p-1) o)
>> d A = wulinv(eh,p-1)
M — MW ¢ Ritwin /,)m"cé wex? o ‘Ml = (p-ll.
T Eoerypls M with méry/yﬁw fenidion E simibar 10 RA
peryption and  inds a‘/nherfcxf 4

s semds  ciphertect e +0 3.
£(e,, M)= A mead p = ¢,
4 €
= - B Cz:g(gﬁnci)zcig"”@dp

C>

—tl

After 1 month: Elon Musk declared that that payments for electrocar Tesla can be made in bitcoins (BTC) 68 000 USD.

d
fl:¢=£(0d,,6)= c," wod p )
Cs };E: Cz/:C_gBh’)cOﬁ//D:

_ (CZdA)dB:(<5LeB olzgo}e _
:[(WeAjgﬁ)dA)dB el D —

_ M(eAdAXég ds) mod (p-1)
&,y wod (p-1) =1 & epeds mad (p-1) =4

mod P —
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L 3RTC x 65000 8 = 495 po0 %

R bgoow Y —25c00d = 4300 %
10 BTC x U3 POOB = ~ - -

Compare qualitatively Massey-Omura 3-pass Protocol with bit commitment based on H-functions.

Lot M be a Yorecasted 6itwiv price

7 4. h:H(M) h N L M/azfz@’?hrimpnz‘s
Mtot 1 wronth M — Veri{ipg L%

W =H(M) =h.
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